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Abstract
Rust permits the use of unsafe code, which can violate both
memory safety and concurrency safety. Prior work inves-
tigates unsafe code in Rust projects and provides insights
into what, how, and why it is used. However, these studies
provide only static metrics about unsafe code, while lacking
an understanding of its dynamic behaviors at execution time.
In parallel, many security mechanisms have been proposed
to mitigate unsafe code in Rust. But the evaluations of these
tools are suboptimal due to the lack of a benchmark suite
that emphasizes unsafe code.
In this paper, we present the first empirical study of the

runtime behavior of unsafe code in real-world Rust projects.
We develop a dynamic analysis framework that programmers
can use to answer key questions about unsafe code at execu-
tion time. Moreover, using the dynamic analysis framework,
we curate the first benchmark suite specifically designed
for evaluating the performance and memory overhead of
security defenses against unsafe code in Rust.

CCS Concepts: • Software and its engineering → Dy-
namic analysis; Software safety; • General and reference
→ Empirical studies.
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1 Introduction
Rust [27] has emerged as one of the most promising systems
programming languages because it provides both strong
safety guarantees and high performance. However, due to
the low-level nature of systems programming and Rust’s
limitations—both in language design (e.g., its strict owner-
ship model [27]) and in compiler implementation (e.g., the
inability to reason about the safety of certain complex pro-
grams [43])—Rust can be overly restrictive. To address this,
Rust allows unsafe code that enables low-level operations
beyond the compiler’s verification capabilities, providing
significant flexibility for systems programming. This mech-
anism, unfortunately, introduces security risks, especially
memory safety vulnerabilities [62].
Prior studies investigate Rust projects to understand the

use of unsafe code [7, 16, 44, 50, 66], including how frequently
unsafe code appears in Rust source code [7, 16] and what
unsafe features are widely used [7, 44]. They find that unsafe
code is commonly used and provide insights into how and
why unsafe Rust code is used, helping Rust programmers
and language developers better understand and constrain
unsafe behavior.
Yet, these studies have only focused on static measure-

ments, while lacking a dynamic understanding of unsafe
code—i.e., how unsafe Rust code behaves at execution time.
This distinction is important for two reasons. First, unsafe
code may not execute in proportion to its static representa-
tion. For example, prior work [7, 16] counts calls to unsafe
functions, a major unsafe code pattern. An unsafe call site on
a hot path, however, contributes far more runtime exposure
than one on a cold path. Second, some measurements, such
as memory usage, are only possible at runtime. Therefore,
dynamic measurements can reveal actual unsafe code execu-
tion, such as how often it runs, what memory it accesses, and
what operations dominate execution. These runtime mea-
surements can help programmers prioritize security audits,
selectively enforce security policies, and help tool builders
gauge the precision of their static analyses.

In addition, the lack of understanding of unsafe Rust at run-
time undermines the development of security mechanisms
for Rust. Many approaches have been proposed to mitigate
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unsafe code in Rust, such as memory isolation [9, 28, 33]
and memory sanitizers [13, 42]. These mechanisms incur
performance and memory overhead, yet their evaluations
suffer from a common limitation: lack of proper benchmarks.
Existing work selects benchmark programs merely based on
their popularity. This is understandable because Rust is still
relatively new and no standard benchmark suites exist. But
popularity does not imply suitability. Many popular Rust
programs (e.g. base64 [40]) adopted by unsafe Rust defenses
contain little or no unsafe code, making them less effective
for evaluating security mechanisms. A Rust benchmark suite
that emphasizes unsafe code at runtime is needed.
In this paper, we address both of the above problems us-

ing dynamic analysis. We present the first empirical study
of the dynamic behavior of unsafe code in real-world Rust
programs. Our study centers around two key questions: (1)
What is the runtime footprint of unsafe code, and how does it
differ from its static occurrence? and (2)What security-related
insights can dynamic analysis of unsafe code provide? This
study complements prior static measurements and provides
a broader picture of unsafe Rust code in practice.

We develop a compiler-based dynamic analysis framework
to assess unsafe Rust code along these dimensions: execution
time, heap memory usage, executed instructions, functions
containing unsafe code, and the impact of unsafe code in-
troduced by the standard libraries into the user crates. We
examined about 1,200 crates ranked by download count and
selected 100. The dataset covers all common Rust program
types. We also develop an LLM-based workflow to synthe-
size additional workloads for crates with insufficient ones.
Our study shows that unsafe code generally has a larger run-
time footprint than its static appearance suggests, while this
footprint is highly non-uniform across crates and can even
dominate execution in some cases. We also find that unsafe
code introduced from the standard libraries substantially
increases unsafe runtime exposure.
Furthermore, we curate the first Rust benchmark suite,

named URBench, that emphasizes unsafe code. Using the
dynamic analysis framework, we select 17 crates from the ex-
amined dataset that exhibit heavy use of unsafe code, along
with one additional crate with prominent unsafe usage. Ad-
ditionally, we tune the workloads of built-in benchmarking
functions and develop additional ones for some benchmarks
to ensure sufficient execution time and coverage of unsafe
code. These 18 benchmarks collectively (1) encompass a wide
range of Rust program types, (2) demonstrate intensive un-
safe code usage at execution time, and (3) include all common
unsafe code patterns. As a result, this benchmark suite is
well suited for evaluating Rust safety mechanisms.

In summary, this paper makes three contributions:1

• We conduct the first empirical study of the execution-
time behavior of unsafe code in real-world Rust projects,

1Artifact: https://github.com/GWSysSec/unsafe-rust-dyn

Listing 1. Example of Unsafe Rust Code
1 extern "C" { fn strlen(s: *const i8) -> usize; }
2
3 struct SafeBuffer <T> { ptr: *mut T, len: usize }
4 impl <T> SafeBuffer <T> {
5 fn get(&self , index: usize) -> Option <&T> {
6 if index < self.len {
7 unsafe { Some (&* self.ptr.add(index)) }
8 } else { None } } }
9
10 unsafe fn process_data(ptr: *mut i32) { ... }
11
12 fn foo() {
13 let mut data = [1, 2, 3, 4, 5];
14 let mut num = 42;
15 let raw_ptr = &mut num as *mut i32;
16 let c_str = CString ::new("Hi!").unwrap ();
17
18 unsafe {
19 *data.as_mut_ptr ().add(1) *= 2; // Ptr

arithmetic and raw ptr dereference
20 process_data(raw_ptr); // Unsafe fn call
21 strlen(c_str.as_ptr ()); // FFI call
22 }
23
24 let buffer = SafeBuffer { ... };
25 buffer.get(1); // Safe API wrapping unsafe
26 }

highlighting both the differences from its static pres-
ence and high-exposure unsafe patterns. This study
complements prior investigations on unsafe code in
source code and compiler IR.

• We present a dynamic analysis framework that enables
Rust developers and tool builders to assess and under-
stand the runtime behavior of unsafe Rust code.

• We curate URBench, the first Rust benchmark suite em-
phasizing unsafe code and suited for evaluating perfor-
mance and memory overhead of unsafe Rust defenses.

2 Background on Unsafe Rust
The Rust compiler guarantees both memory safety and

thread safety [53]. In low-level systems programming, how-
ever, there are situations where the safety rules enforced
by the compiler can be too restrictive for programmers or
overly conservative—meaning that an actually safe program
may be rejected because the compiler is unable to infer its
safety [27]. Additionally, runtime security checks inserted
by compilers can impose expensive performance overhead
in certain scenarios, especially in real-time systems.

To address these issues, Rust allows unsafe code to circum-
vent the compiler’s default safety rules [27]. A function or
an arbitrarily large portion of a function, once labeled with
the unsafe keyword, can perform dangerous operations that
are not checked by the compiler. Indeed, Rust’s type system
is a superset of C’s, and thus unsafe code can freely per-
form arbitrary unsafe operations as in C, such as raw pointer
dereferences and unsafe type casts [4, 27].
Listing 1 illustrates several common unsafe Rust opera-

tions: pointer arithmetic (line 19), raw pointer dereference
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(line 19), calling an unsafe function (line 20), an FFI call to
a C library function (line 21), and a safe abstraction that
wraps unsafe operations behind a bounds-checked inter-
face (lines 4–8). These operations can lead to vulnerabilities.
Raw pointer arithmetic, for example, may produce an out-
of-bounds pointer, causing a buffer overflow if the pointer is
later dereferenced.

These capabilities are often preferred—or even inevitable—
for tasks such as implementing certain data structures (e.g.,
doubly linked lists) or interfacing with foreign code (espe-
cially C/C++) [7, 16, 44]. In unsafe blocks, however, safety
becomes the programmer’s responsibility rather than relying
on the compiler. The Rust security principles advocate us-
ing unsafe code sparingly and with careful encapsulation [4],
that is, minimizing and wrapping unsafe code under safe
abstractions to ensure that unsafe operations are contained
and cannot be misused by client code [7]. For example, in
Listing 1, the SafeBuffer struct encapsulates a raw pointer
with bounds checking in its get() method (lines 5–9). But
this practice is not always followed, increasing the likelihood
of introducing security vulnerabilities [7, 15, 44, 62, 65].

3 Methodology
Prior studies [7, 16, 44, 45] assess unsafe Rust at both the
source code and the Mid-level Intermediate Representation
(MIR) [37, 43] levels. They investigate the frequency and
types of unsafe code, as well as the reasons for using it. We
complement prior studies by using dynamic analysis to (1)
characterize the runtime behavior of unsafe code and how it
differs from its static representation, and (2) investigate the
security implications of the analysis of unsafe code.
We focus the measurements on the main crate of each

program in our dataset. When analyzing a single program,
assessing the main crate and all its dependencies can provide
a holistic view of the program’s unsafe behavior. For an em-
pirical study that aggregates results across many programs,
however, including dependencies may introduce biases be-
cause certain library crates (e.g., hashbrown) are common
dependencies and execute a large amount of unsafe code, so
the same library code may be repeatedly counted and receive
disproportionate weight in the aggregate results. We there-
fore use the measurements of the main crates as our primary
results and provide the summarized results with dependent
crates included as supplementary data for reference.

Next, we define six research questions that guide our anal-
ysis (§3.1). We also describe the criteria for selecting the
programs in our dataset (§3.2) and the method for synthesiz-
ing additional workloads for them (§3.3).

3.1 Research Questions
Rust’s type system is designed to guarantee both memory
safety and concurrency safety, as long as unsafe code is
not used [24, 38]. As Section 2 describes, however, Rust’s

type system is a superset of C’s, which opens the door to
memory safety and thread safety vulnerabilities [8, 41, 65].
To understand unsafe code at execution time, we measure
its resource consumption, identify and classify dynamically
executed unsafe instructions and functions, and count the
unsafe code introduced by Rust’s standard libraries.

3.1.1 Resource Consumption. We assess the exposure
window of unsafe code from the perspective of resource
consumption using two metrics: execution time (temporal)
and heap memory usage (spatial).
RQ1: How long does unsafe code run? Prior work

finds that programmers generally strive to use unsafe code
sparingly and cautiously [7], suggesting that such code is
often critical for program functionality and performance.
Unsafe code, however, may not execute in proportion to
its presence in the source code. We therefore measure the
execution time of both unsafe code and the entire program
to quantify the runtime exposure of unsafe code.

RQ2: How much heap memory does unsafe code ac-
cess? Unsafe code can not only unrestrictedly violate Rust’s
memory safety guarantees itself, but also corrupt program
state, e.g., safety metadata of data types, thereby introducing
undefined behavior in safe Rust code [9, 25]. Therefore, un-
derstanding thememory affected by unsafe code is important
for security mechanisms, such as in-process memory isola-
tion [6, 9, 33]. Over-approximation of suchmemory, however,
is a common problem: many safe objects, along with accesses
to them, are misclassified as unsafe. This is because secu-
rity defenses often rely on conservative and imprecise static
analysis to identify unsafe memory objects [9, 25, 42].
We measure the number and size of unsafe heap objects,

as well as the memory accesses to them at runtime. We
focus on the heap because most memory safety bugs in Rust
programs are heap-related [17, 44, 65]. This analysis can
inform the development of security mechanisms that rely
on static analysis, as it can highlight the gap between the
unsafe heap objects and accesses identified at compile time
and those confirmed during execution.

3.1.2 Executed Code. We measure dynamically executed
unsafe instructions and the functions that contain them. This
analysis characterizes the execution patterns of unsafe code
at a low level.
RQ3: How frequently are unsafe instructions exe-

cuted? Rust is an advanced language that provides high-
level abstractions to express complex semantics in concise
syntax. As a result, the number of low-level unsafe instruc-
tions, both those in the compiler IR or executable and those
dynamically executed, may not be proportional to their rep-
resentation in the source code. Similar to our measurement
of the execution time (RQ1), we count the executed unsafe
and total instructions. This measurement can help develop
security mechanisms, e.g., by helping estimate the runtime
cost of enforcing certain checks on unsafe instructions.



RQ4: What are the executed unsafe instructions? To
complement RQ3, we measure the types of executed instruc-
tions. In particular, we focus on memory instructions (load
and store), pointer arithmetic, function calls, and type casts,
as these correspond to pointer dereferences, manipulation
of pointer values, calls to unsafe functions, and unsafe type
casts, which are all common sources of vulnerabilities in
Rust [7, 44, 65]. Together with RQ3, these two analyses pro-
vide insight into how unsafe instructions are used in Rust
programs at runtime, enabling programmers to verify as-
sumptions about the behavior of unsafe code at a low level
and guide further security improvement.

RQ5: How frequently are functions with unsafe code
executed? In addition to RQ3 and RQ4, we measure the
frequency of executed functions that contain unsafe code.
This analysis includes two queries: (1) the proportion of dis-
tinct functions executed that contain unsafe code, and (2)
the proportion of total function invocations that contain
unsafe code. Together, these two metrics capture both the
breadth and intensity of unsafe function usage during execu-
tion. This analysis helps narrow the scope of functions that
may require closer examination.

3.1.3 Impact of Rust’s Standard Libraries. Early during
compilation, the Rust compiler often copies the bodies of
common APIs, such as slice::get_unchecked(), from the
standard libraries into the target program, enabling LLVM
to inline or optimize them. These included library functions
may contain unsafe code, whose impact we measure.
RQ6: How impactful is unsafe code incorporated

from Rust’s standard libraries? In general, Rust’s stan-
dard libraries (e.g., std and alloc) are well-audited and less
buggy than other crates. The RustBelt project [39] has for-
mally verified the safety of the implementation of certain
key data types (e.g., Rc) despite their use of unsafe code. Yet,
unverified unsafe code remains, and security vulnerabili-
ties have continued to surface in these libraries [59–61, 65].
Such code can be introduced into compiled crates when the
compiler copies commonly used small functions from the
standard libraries. While our study focuses on user crates,
we also assess the impact of unsafe code incorporated from
the standard libraries. To this end, we conduct our analysis
of RQ1–RQ5 both with and without accounting for unsafe
code originating from the standard libraries. Note that we
do not directly analyze the libraries themselves.

3.2 Dataset Selection
Empirical studies need sufficient subjects for statistical valid-
ity. However, our investigation requires executing programs,
which is usually more time-consuming than static analysis,2
and may require manual configurations to build and run
some crates. Therefore, we must limit the size of our dataset
2While advanced static analyses, such as pointer analysis, can be extremely
time-consuming, large-scale code studies usually do not perform them.

Table 1. Program Selection Criteria for Dynamic Analysis

Metrics Criteria

Popularity Top downloads on crates.io
Size At least 1K SLOC
Timeliness Updated since March 2023; dataset cutoff May 2025
Usability Compilable and functional source code
Unsafe Code Containing unsafe code which is invoked by workloads

LLM Gen-
eration

API coverage
SLOC

coverage Cargo doc

API coverage
& error
collection

Manual
verification

Enhanced
workloads

1
2

3

4

5
6 7

Figure 1. Workflow of LLM-based workload enhancement.

while ensuring its representativeness. We examined around
1,200 popular crates and selected 100 based on the criteria
listed in Table 1. Our dataset includes all common types of
Rust programs, such as data structures and system utilities.
We discuss the selection biases in Section 7 and provide the
full list of analyzed crates in the artifact.

3.3 Workload for Dynamic Analysis
The validity of dynamic analysis heavily depends on the
workloads of the programs under study. Since our dataset
comprises only the most widely used and well-maintained
crates, many of them have built-in realistic workloads. For
example, arrayvec includes a set of integration tests that
cover 82% of its public APIs, invoking operations (e.g., push
and pop) that fall into both normal code paths and error han-
dling such as out-of-bounds accesses. Some crates, however,
lack sufficient workloads.

To address this limitation, we use Large Language Models
(LLMs), assisted by dynamic analysis and manual inspection,
to enhance theworkloads of programs in our dataset. Figure 1
illustrates the workflow. Because all crates in our dataset
are libraries, we use API coverage—which identifies public
APIs exercised by a crate’s workload—as a key metric to
guide workload enhancement. We treat uncovered APIs as
workload gaps and use LLMs to generate additional driver
code and inputs to increase coverage.

Steps 1–3 in Figure 1 outline the initial process of collect-
ing API data and SLOC. Steps 1 and 2 use llvm-cov [5] to
identify API and source code usage at runtime. The workflow
then, in Step 3, uses cargo doc [56], Rust’s documentation
tool, to identify all APIs, as well as their descriptions for later



use. In addition, during Step 3, the workflow supplements
this API information by scanning other documentation pro-
vided by the developers, such as README.md and TESTS.md.

The workflow then compares the findings from Steps 1–2
with those from Step 3 to identify APIs uncovered by built-
in workloads. These APIs, along with their documentation
(e.g., method signature and trait information), are fed into
the LLM for workload generation, beginning Step 4. Step 5
checks the generated workloads by compiling and execut-
ing them in a continuous feedback loop with Step 4. The
loop captures any compilation or execution errors and re-
runs generation, while also gathering new API and SLOC
coverage data. During Step 5, the LLM also continues to use
the information collected in Steps 1–3 to correct errors (e.g.,
calling an obsolete API) caused by LLM hallucinations. The
workflow retries this process up to three times for each set
of APIs. We choose three tries to strike a balance between
improving API coverage and limiting computational cost.

We perform Step 6 manually by examining the source code
of the workloads to check whether they represent realistic
usage (workload descriptions available in the artifact). We
also check the generated code that failed Step 5 after three
attempts and manually rerun generation for those APIs. The
LLM is provided with the failed code snippets, their error
messages, additional information from Steps 1–3, and our
additional guidance in the prompt. Overall, this workflow
improves API coverage from 76.4% to 90.4% for our dataset.

4 Analysis Framework Implementation
We build our analysis framework on Rust-1.80.0. Our analysis
operates on LLVM IR [29]—a mid-end compilation target
for Rust—because it is relatively low-level and thus well
suited for investigating the research questions in Section 3.1.
We develop LLVM passes and a supporting runtime library.
We also extend the Rust compiler to preserve safety-related
metadata so that our analysis can identify unsafe instructions.
In this section, we describe the measurement passes (§4.1)
and discuss a challenge in identifying unsafe code and how
we address it (§4.2).

4.1 LLVM IR Passes and Runtime Library
We schedule the passes at the end of the LLVM IR optimiza-
tion pass pipeline to minimize their interference with the
compiler’s standard optimizations. The passes instrument
programs to call helper functions defined in the supporting
library that records dynamic data during execution.
RQ1: CPU Cycle Counter. We count the CPU cycles

elapsed during both the execution of unsafe code and the
entire crate. We use CPU cycles rather than regular timers be-
cause unsafe code sequences are usually short [7]. The LLVM
pass inserts a pair of x86 RDTSCP instructions [22] around
each sequence of unsafe instructions to record the CPU’s
timestamps. To improve precision, the pass adds a pair of

LFENCE instructions [22] around each RDTSCP pair to isolate
the measured instructions by serializing the CPU pipeline.
Similarly, we use a pair of RDTSCP and LFENCE around each
call to external library functions to exclude time spent in
dependencies from our measurement of the main crate.

RQ2:HeapUsageTracker. Wemeasure the total amount
of heapmemory allocated and the amount accessed by unsafe
code. To track dynamic heap allocations and deallocations,
we implement wrapper functions for the system’s default
memory allocator using Rust’s GlobalAlloc trait [3]. We
also implement a compiler pass that instruments unsafe load
and store instructions to record which heap objects they
access. Finally, we use Rust’s dtormacro [36] to report heap
usage during the program’s termination phase.
RQ3–RQ5: Instruction and Function Counters. Our

compiler tracks all executed instructions, the subset that is
unsafe (RQ3), their types (RQ4), and the functions they
belong to (RQ5). Note that LLVM IR does not preserve
all source-level casts, particularly after the introduction of
opaque pointers [35]. We count four LLVM cast instructions:
BitCast, PtrToInt, IntToPtr, and AddrSpaceCast.

RQ6: Impact of Included Standard Library Code. We
add a compiler flag to control whether to mark unsafe in-
structions originating from the standard libraries as unsafe.

Our analysis framework can be easily extended with new
passes. It marks all unsafe instructions, allowing analysis
passes to identify them, and existing passes such as the mem-
ory tracker can be reused to assist new analyses.

4.2 Identifying Unsafe Instructions
Challenge. Our measurement passes (§4.1) must iden-

tify instructions originating from unsafe source code. Safety
metadata for unsafe code is available in the Rust compiler’s
High-level IR (HIR) [43], but this metadata is discarded dur-
ing code generation from HIR to Mid-level IR (MIR) [43]
and is therefore unavailable later in LLVM IR. Following
prior work [13, 25, 33], we address this problem by attaching
custom LLVM metadata [34] to instructions generated from
unsafe code. 3

However, compiler optimizations [2] can still threaten the
preservation of unsafe metadata. For example, instcombine
may replace instructions with new ones [2], potentially los-
ing their safety metadata. Ideally, any transformation pass
should propagate unsafe metadata from unsafe instructions
to newly generated instructions derived from them. But im-
plementing this is impractical, as it would require under-
standing and updating all transformation passes—more than
100 in total—across 220K lines of code. 4

3Prior work [13, 25, 33, 42] was built on older compilers in which unsafe
metadata was available in MIR. Our work uses a more recent compiler that
no longer preserves unsafe metadata in MIR; we therefore also preserve
unsafe metadata from HIR to MIR.
4This estimate is based on the SLOC count of the llvm/lib/Transforms
directory in LLVM-18.



Unsafe Instruction Marker. We observe that most op-
timizations transform instructions in place, meaning that
they usually remove instructions or replace them with new
instructions at the same program point, while passes that
reorder instructions are much less common. This implies
that when unsafe instructions are transformed, the newly
generated, semantically equivalent instructions will most
likely remain at the original program point.

Based on this observation, we develop an Unsafe Instruc-
tion Marker pass to help our analysis passes identify unsafe
instructions. This pass runs at the beginning of the IR pass
pipeline, when all original unsafe instructions are present.
It inserts a pair of nop inline assembly instructions [1, 34]
around each sequence of unsafe instructions, marking their
boundaries. It sets the hasSideEffects flag [34] of these
markers to prevent subsequent passes from optimizing them
away. Our measurement passes can then use these mark-
ers to identify unsafe instructions—either original or newly
generated—between each marker pair.

Prior work [13, 25, 33, 42] has also faced the challenge of
losing track of unsafe instructions. Yet, to the best of our
knowledge, we are the first to explicitly address it.

5 Empirical Results
This section presents the empirical results for the research
questions introduced in Section 3.1. We first describe the
experimental setup (§5.1), and then we present the empirical
data (§5.2). Finally, we discuss its security implications (§5.3).
We discuss the threats to the validity of the experimental
results in Section 7.

5.1 Experimental Setup
All experiments were conducted on an Ubuntu 22.04 oper-
ating system running on a machine equipped with an Intel
Xeon w5-3433 processor (16 cores) and 32 GB of DRAM. For
the LLM-based workload generation, we used GPT-5.5.
We follow the criteria summarized in Table 1 to select

Rust crates for our study. We use each crate’s built-in tests—
including unit tests and integration tests—and our LLM-
generated drivers for API invocation. For each crate, we
calculate a combined result by aggregating the outcomes of
its individual runs (e.g., summing the elapsed CPU cycles).
Our customized compiler, which is based on Rust-1.80.0

and augmented with the dynamic analysis passes (§4), com-
piles all crates and their tests under two configurations: with-
out and with counting unsafe code copied from the standard
libraries, to address RQ6 (§3.1.3).

5.2 Results for Research Questions
We present the results both excluding and including unsafe
code incorporated from the standard libraries. We focus on

Table 2. Summary of unsafe source code and its execution.

Min Geomean Median Max

Unsafe SLOC 0.01% 1.5% 1.9% 55.7%

CPU Cycles in Unsafe Code

Config Min Geomean Median Max

w/o std libs 0.01% 5.9% 12.2% 98.4%
w/ std libs 0.05% 23.5% 41.8% 99.6%
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Figure 2. Cumulative distribution of unsafe code execution.

the former in Sections 5.2.1–5.2.4 and discuss the latter in Sec-
tion 5.2.5. Additionally, Section 5.2.6 summarizes the results
when dependent crates are also instrumented.

5.2.1 Temporal Impact: CPU Cycles (RQ1). To quantify
the temporal impact of unsafe code execution, we measure
the CPU cycles spent on unsafe code (§3.1.1). Table 2 sum-
marizes both the percentages of unsafe source code and its
CPU cycle consumption. It shows that, overall, unsafe code
accounts for a small fraction of the total execution time (5.9%
without considering impacts from standard libraries), yet it
executes muchmore frequently than its appearance in source
code (1.5%). This result is expected because unsafe code is
often opted for in performance-critical components [7, 16],
which tend to execute more frequently than others.

This pattern is further supported by the outlier cases that
execute a disproportionately large amount of unsafe code rel-
ative to its static occurrence. For example, memchr executes
73.8% unsafe cycles whereas its unsafe source code propor-
tion is 14.1%. Manual inspection of memchr’s source code and
LLVM IR reveals that this high utilization mainly stems from
its extensive use of SIMD operations, raw pointer arithmetic
for calculating byte offsets, and unaligned memory loads to
efficiently handle arbitrary buffer alignments. In contrast,
some crates (e.g., polling and value-bag) show essentially
no user-crate unsafe code on hot paths (below 0.02%).



Table 3. Summary of heap memory (by size) accessed by unsafe code and the percentages of unsafe memory instructions
(load and store) targeting the heap.

Without standard libraries With standard libraries

Memory by Size Mem Memory by Size Mem

Small Medium Large Total Inst Small Medium Large Total Inst

Min 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
Geomean 0.8% 1.9% 11.7% 0.7% 0.8% 4.6% 5.0% 32.4% 4.9% 0.4%
Median 0.1% 0.0% 0% 0.6% 1.0% 6.6% 1.1% 13.4% 5.2% 0.7%
Max 81.1% 71.1% 100.0% 81.0% 27.8% 99.8% 76.9% 100.0% 99.8% 27.5%
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Figure 3. Cumulative distribution of unsafe heap usage.

In addition, Figure 2 presents the cumulative distribution
of unsafe code execution percentages. It exhibits a highly
skewed distribution with a steep initial gradient and a long
tail. 48% of crates spend less than 10% of their execution
time in unsafe code, with a median of 12.2% and outliers
extending to 98.4%.

Takeaway: Unsafe code accounts for a small portion of ex-
ecution time (5.9% on average), yet it is moderately higher
than its occurrence in the source code (1.5%). Certain crates
extensively run unsafe code (over 80%) for performance.

5.2.2 Spatial Impact: Heap Usage (RQ2). We measure
unsafe heap memory—i.e., memory that is accessed by un-
safe code— to estimate its spatial impact (§3.1.1). Following
the object-size classes of glibc’s ptmalloc allocator [23],
we group heap objects into three size ranges: small (≤1K),
medium (1K–128K), and large (≥128K). Table 3 reports the
percentages of unsafe heap objects across these size classes.
It also reports the share of memory instructions (loads and
stores) that access unsafe objects. Note that such memory
instructions may include those in the safe code. Additionally,
Figure 3 depicts the cumulative distribution of unsafe heap
usage.

Overall, only a small fraction of heap memory is touched
by unsafe code: a geometric mean of 0.7% once standard
libraries are excluded. The pattern is size-dependent, rising
with object size from a geometric mean of 0.8% for small ob-
jects to 1.9% for medium and 11.7% for large ones, indicating
that unsafe code is more likely to access large objects.

Aswith execution time (Figure 2), the distribution is skewed
toward the low end: excluding standard libraries, 81% of
crates fall below 15% unsafe heap usage and 21% show none
at all, leaving a long tail dominated by a few outliers. Com-
pared with Figure 2, Figure 3 shows that unsafe code has a
more concentrated spatial footprint in terms of heap usage.
Many crates with active unsafe code execution perform non-
heap unsafe operations such as hardware feature detection.
The high-usage crates we inspected (e.g., encoding_rs,

simdutf8, memchr, tokio) share a clear profile: they are
performance-critical, low-level libraries built as zero-cost
abstractions, using unsafe code for manual memory layout,
SIMD intrinsics, unaligned access, and pointer-based itera-
tion to reach C-level performance behind a safe public API.
Use in Rust Defenses. This heap-usage analysis is par-

ticularly useful for assessing the precision of Rust defenses
that require identifying unsafe heap objects and accesses.
TRust [9], for example, uses pointer analysis [52] to iden-
tify unsafe memory objects and isolate them from safe ones.
Because pointer analysis is conservative [18, 20], however,
TRust overapproximates the true unsafe set of memory
objects and accesses. For example, TRust reports that, for
bytes, 43% of memory reads are unsafe [9], whereas ourmea-
surement shows only 6.4%. Similarly, XRust [33], another
defense that relies on static analysis, reports that 79% of allo-
cations are unsafe for bytes, while our measurement reports
5.9%. Our heap usage analysis can therefore help tools such
as TRust and XRust quantitatively assess how closely their
unsafe identification aligns with dynamic ground truth.

Takeaway: Unsafe heap usage is limited and exhibits size-
dependent patterns: larger objects are usually accessed by
unsafe code more frequently than smaller ones. Moreover,
certain crates extensively use unsafe APIs for fine-grained
control over memory management and direct accesses.



Table 4. Frequencies of unsafe instructions. Percentages for instruction types are relative to all unsafe instructions. The last
row shows the percentages of unsafe instructions relative to all instructions.

Inst Static counts w/o std libs Dynamic counts w/o std libs Dynamic counts with std libs

Type Min Geomean Median Max Min Geomean Median Max Min Geomean Median Max

Load 0.0% 9.7% 9.3% 75.0% 0.0% 9.0% 10.4% 46.7% 0.6% 9.5% 12.2% 45.2%
Store 0.0% 6.0% 5.2% 33.7% 0.0% 23.8% 28.1% 57.4% 0.0% 30.3% 30.0% 91.7%
Ptr arith 0.0% 12.0% 12.0% 34.6% 0.0% 5.7% 7.6% 37.5% 0.1% 5.8% 7.8% 52.9%
Cast 0.0% 1.4% 1.1% 16.6% 0.0% 0.0% 0.0% 6.1% 0.0% 0.1% 0.3% 4.0%
Call 0.0% 15.8% 13.9% 100.0% 0.0% 15.4% 15.5% 88.7% 0.0% 10.0% 13.2% 29.4%
Others 0.0% 41.3% 48.3% 100.0% 3.4% 32.6% 36.8% 97.6% 4.3% 34.6% 36.5% 78.7%
Total 0.0% 3.4% 4.9% 61.5% 0.0% 1.8% 1.6% 32.3% 0.7% 18.3% 19.6% 49.0%

5.2.3 Unsafe Instructions (RQ3 & RQ4). We measure
executed unsafe instructions by frequency and type and
compare them with their static counts (§3.1.2). Table 4 sum-
marizes the results. On average, 1.8% of executed instructions
are unsafe, lower than the corresponding static percentage of
3.4%, and 80% of crates execute less than 10% unsafe instruc-
tions. The static percentage, however, exceeds the proportion
of unsafe code in the source (1.5%), suggesting that unsafe
code generally involves more complex code patterns that
lower into more instructions than safe code.

As described in Section 3.1.2, we focus on instruction types
that are closely associated with common vulnerabilities, such
as buffer overflows and type confusions, and emphasize them
in Table 4. The static counts are consistent with prior stud-
ies [7, 16, 66]: unsafe calls and raw pointer manipulations
are the most common reasons for using unsafe code. Notably,
stores execute 2.6 times more frequently than loads in unsafe
code, inverting both their static ratio and the ratio observed
in compute-intensive C/C++ programs (around 2–4× more
loads than stores) [10, 51]. Executed unsafe memory instruc-
tions also account for a much larger portion of all unsafe
instructions than their static representation. Since memory
instructions are much more expensive than other types, this
helps explain why only 1.8% of executed instructions account
for 5.9% of CPU cycles (Table 2).

Takeaway: Executed unsafe instructions account for only
1.8% of all instructions, much lower than their CPU usage
(5.9%). Unsafe store instructions are unusually frequent,
accounting for 23.8% of all executed unsafe instructions.

5.2.4 Unsafe Code in Functions (RQ5). Complementing
the instruction-level view (§5.2.3), we examine unsafe code
at the function level. Excluding standard-library code, 3.5% of
functions contain unsafe code, but only 2.9% of functions exe-
cute unsafe code, falling to 0.4% when weighted by call count.
Together, these results suggest that although functions with
unsafe code are common, they are often sparse along hot
paths. This analysis can also help reveal safe abstractions

Table 5. Execution frequency of functions with unsafe code.
Distinctive counts each function only once; Cumulative
counts function invocations cumulatively.

Static Distinctive Cumulative

w/o std w/o std w/ std w/o std w/ std

Min 0.0% 0.0% 8.1% 0.0% 1.2%
Geomean 3.5% 2.9% 24.1% 0.4% 41.2%
Median 1.4% 4.4% 25.8% 2.0% 41.5%
Max 86.0% 26.0% 61.1% 30.0% 100.0%

that wrap unsafe code. For example, several container crates,
including hashlink, hashbrown, and smallvec, extensively
execute functions containing unsafe code (21%–26%, cumu-
latively), while exposing only safe APIs.

Takeaway: Functions containing unsafe code are com-
mon, but they are often not on hot paths. Certain crates
extensively rely on safe abstractions that hide unsafe code.

5.2.5 Impact of Standard Libraries (RQ6). Sections 5.2.1–
5.2.4 show that many incorporated standard library functions
heavily use unsafe code. This aligns with one of Rust’s core
principles: unsafe code should be encapsulated behind safe
APIs and verified by library authors [7].When conservatively
treated as untrusted, however, this unsafe code significantly
affects program safety across multiple dimensions, including
execution time (5.9% vs. 23.5%), executed instructions (1.8%
vs. 18.3%), and heap usage (0.7% vs. 4.9%).

To see what drives the inflation, we inspected the source
and LLVM IR of the most-affected crates and identified four
common unsafe patterns: atomic CPU-feature detection,mem-
ory allocation primitives, SIMD intrinsics, and low-level
memory movement. These APIs are essential to many crates’
performance, and often to their core functionality, rather
than merely supportive.



Takeaway: Unsafe code from Rust’s standard libraries is
incorporated into and extensively executed in user crates.
It is crucial for both performance and functionality.

5.2.6 Impact of Dependent Crates. As Section 3 states,
our analyses focus on the main crate of each program but
also measure each crate with its dependencies instrumented.
Overall, including unsafe code from dependent crates in-

creases the aggregate unsafe execution modestly. Excluding
unsafe code incorporated from the standard libraries, the
geometric means of unsafe execution rise from 5.9% to 7.2%
of CPU cycles, from 1.8% to 2.5% of executed instructions,
and from 0.7% to 0.8% for unsafe heap usage. When unsafe
code from standard libraries is included, the shares of CPU
cycles (23.5% vs. 23.1%) and executed instructions (18.3% vs.
19.2%) barely move, while unsafe memory usage increases
from 4.9% to 8.5%, demonstrating again that the unsafe code
incorporated from standard libraries has a large impact.

These findings are not surprising. The overall increase in
unsafe execution can be mainly attributed to the fact that
several crates are not only common dependencies but also
execute unsafe code frequently, thereby contributing heavily
to the aggregate unsafe execution. For example, memchr is
a dependency of 37 crates in our dataset, and 15.3% of its
executed instructions are unsafe, compared with 3.4% on
average across the dataset.

When analyzing a specific crate, however, including its de-
pendencies can help because the dependencies may account
for most of the program’s unsafe execution. In serde_yaml,
for example, 5.2% of the main crate’s executed instructions
are unsafe, whereas this percentage increases to 63.9% when
all dependencies are measured. This substantial difference
mainly comes from a single dependency, unsafe-libyaml,
a translation of the C libyaml to Rust, with 224 of its 256
functions declared unsafe. Therefore, analyzing all depen-
dencies together can provide more useful information than
assessing the main crate alone.

5.3 Security Implications of Dynamic Analysis
Our dynamic analyses measure runtime exposure of unsafe
code rather than the vulnerability surface. A frequently exe-
cuted unsafe block is not necessarily more likely to contain
a vulnerability than a rarely executed one, but if it does, the
bug is more likely to be triggered in practice. Our study and
analysis framework quantify the runtime exposure of un-
safe code: what unsafe code executes and how frequently,
what memory it accesses, and whether it is hidden behind
safe APIs. These analyses complement static metrics, help-
ing programmers prioritize security audits and estimate the
potential cost of defenses against unsafe code.

As our results show, crates with a small fraction of unsafe
source code may have a much larger runtime footprint. Con-
versely, many functions containing unsafe code are reached
but are not frequently invoked. This distinction, along with

the executed unsafe code types, can guide security audits
and policy enforcement. For example, we find that unsafe
SIMD intrinsics are frequently executed in many crates, but
they are less likely to lead to vulnerabilities than general
code patterns such as pointer arithmetic [15, 48]. Addition-
ally, prior work finds that cold paths are often more likely to
contain bugs due to limited testing [11, 58]. Thus, uniformly
applying security hardening to all unsafe code may incur un-
necessary overhead, whereas a more targeted enforcement
guided by dynamic results can keep overhead within budget.

Our dynamic analysis can also quantify unsafe execution
behind safe APIs, both in user crates and, partially, in the
standard libraries. As discussed in Section 5.2.4, some crates
extensively execute unsafe code while exposing only safe
APIs; our analysis identifies where such unsafe-backed ab-
stractions are exercised at runtime. Prior work further finds
that misuse of APIs in the standard libraries is a major source
of memory safety vulnerabilities in Rust [15]. Together, these
findings suggest that auditing only unsafe APIs maymiss vul-
nerabilities hidden behind safe APIs, and dynamic analysis
can help highlight such cases.

In addition, Section 5.2.2 shows that dynamic analysis can
inform the development of security defenses by exposing
program behavior at runtime. In particular, our heap analysis
identifies unsafe heap objects and their accesses at runtime,
providing tool builders with measurements for assessing the
precision of static unsafe-object and unsafe-access identifi-
cation [9, 33, 42].
Finally, our dynamic analysis can help unsafe Rust de-

fenses evaluate their benchmarks. We use our analysis frame-
work to curate a benchmark suite that emphasizes unsafe
code execution and present it in Section 6.

6 Benchmarks for Unsafe Rust Defenses
Because unsafe code is commonly used in Rust programs,
as shown by prior work [7, 16, 44] and confirmed by this
study, and because of its severe security implications [48, 65],
many approaches have been proposed to mitigate the risks of
unsafe code, such as memory isolation [9, 26, 33, 47] and bug
detection [13, 42]. These tools incur performance and mem-
ory overhead on the protected programs and use popular
Rust crates as benchmarks for evaluation. Many such bench-
marks, however, contain little or even no unsafe code. For
example, base64 [40]—one of the most widely used crates—
was used for evaluation by recent defenses [9, 13, 42]. But
base64 contains no unsafe code. Moreover, even crates that
contain unsafe code may not invoke it under their default
benchmark setup. To date, a benchmark suite that empha-
sizes unsafe Rust code is lacking, making the evaluation of
unsafe Rust mitigation mechanisms less effective.
In this section, we present URBench, a Rust benchmark

suite that emphasizes unsafe code. We select 17 benchmarks
from the 100 crates based on the dynamic analysis results



Table 6. Characteristics of benchmarks. Type lists program types; D: Data structure, Pa: parser, F: FFI bindings, S: String
processing, C: codec, A: Async programming, P: Parallelism, O: Others. Pattern lists unsafe code patterns; P: Performance
optimization, F: FFI compliance, R: Raw memory manipulation, T: Unsafe type cast, C: Concurrency implementation, B:
Bypassing the borrow checker. Percentages of instruction types are relative to all unsafe instructions, while Total is relative to
all executed instructions. Fn cumulatively counts executed functions with unsafe code.

Benchmark Type Unsafe CPU Heap Instructions Fn Time
SLOC Pattern Coverage Cycles Usage Load Store Call Total

arrayvec D 220 (17.0%) R,B,T 72.3% 41.1% 0.0% 0.0% 12.3% 2.5% 11.1% 100.0% 31s
async-task A 425 (32.8%) C 33.0% 44.4% 99.9% 18.1% 5.3% 26.9% 36.3% 86.1% 28s
getrandom O 387 (24.2%) P,F,R,T 58.3% 79.5% 0.0% 27.9% 0.0% 72.1% 3.7% 100.0% 59s
hashbrown D 805 (7.7%) B 72.8% 42.2% 94.8% 12.7% 8.0% 31.2% 26.4% 99.3% 250s
httparse Pa 627 (20.9%) P,F,R 41.3% 0.8% 0.0% 12.8% 22.0% 31.4% 3.7% 6.3% 141s
jni F 392 (7.5%) P,F,R,B 39.1% 1.5% 20.4% 21.4% 5.7% 33.4% 5.4% 35.3% 114s
jpeg-decoder C 529 (12.6%) P 30.2% 8.1% 10.6% 14.4% 10.0% 43.6% 4.8% 0.9% 893s
matrixmultiply O 1.8K (55.7%) P,F,R,T,C 48.3% 42.8% 99.0% 15.7% 6.8% 54.7% 72.0% 31.6% 203s
memchr S 1.2K (14.1%) P,T 25.3% 10.2% 17.6% 14.9% 17.2% 25.2% 9.1% 0.0% 547s
ndarray D 951 (5.6%) P,R,T,B 52.3% 41.9% 3.6% 13.7% 3.2% 50.2% 16.4% 96.7% 1025s
parking_lot P 165 (4.6%) P,R 31.7% 2.4% 27.1% 7.0% 25.2% 13.3% 1.0% 0.0% 62s
petgraph D 44 (0.3%) R 64.2% 32.3% 24.3% 14.9% 9.1% 31.5% 3.2% 49.1% 411s
rayon P 346 (8.4%) P,R,T 7.8% 36.4% 4.3% 12.5% 8.3% 57.1% 4.3% 85.0% 225s
ring O 577 (3.6%) P,F,R,C 0.0% 31.4% 51.9% 3.2% 0.0% 68.7% 0.2% 0.1% 168s
semver Pa 145 (10.4%) R 45.3% 62.3% 99.6% 11.4% 1.4% 38.2% 1.7% 46.6% 14s
simd-json Pa 1.3K (6.1%) P,F,R,T,C,B 37.6% 22.2% 44.3% 16.0% 18.8% 34.4% 19.8% 2.8% 939s
smallvec D 398 (15.3%) R,T 66.9% 20.6% 5.8% 0.4% 3.9% 19.3% 1.2% 21.4% 164s
tokio A 1.8K (3.2%) P,R,T,C 51.3% 1.1% 87.4% 23.2% 9.7% 42.6% 4.4% 27.2% 1297s

Min 44 (0.3%) 0.0% 0.8% 0.0% 0.0% 0.0% 2.5% 0.2% 0.0% 14s
Max 1.8K (55.7%) 72.8% 79.5% 99.9% 27.9% 25.2% 72.1% 72.0% 100.0% 1297s
Geomean 8.9% 41.3% 15.6% 13.9% 11.0% 5.5% 31.3% 5.6% 6.2%

(§5). In addition, we curate one more real-world Rust project,
bringing the total to 18 benchmarks. Note that this bench-
mark suite is intended for evaluating the performance and
memory overhead of Rust security defenses. Evaluating their
security effectiveness, however, is important but orthogo-
nal to the purpose of this suite. We describe the benchmark
selection (§6.1) and their dynamic characteristics (§6.2). We
also compare our benchmark suite with those used in recent
Rust defenses (§6.3) and present a case study (§6.4).

6.1 Benchmark Selection
We follow the principles recommended by v. Kistowski et al.
[57] and Huppler [21] to curate the benchmark suite. Specif-
ically, it adheres to the following standards:

• Relevance: The benchmark suite is designed to evaluate
defense mechanisms against unsafe code in Rust. There-
fore, it must include a sufficient amount of unsafe code,
and this code should be exercised during execution.

• Fairness: Since Rust is a general-purpose language, the
benchmark suite should cover a broad range of program
types, particularly those susceptible to security risks. More-
over, it should encompass all common risky code patterns.

• Usability: The benchmarks should be usable across com-
mon platforms, i.e., OS- and architecture-independent. In
addition, they should be easy to build and run.

• Reproducibility: The suite should be self-contained to
enable reproduction and easy to verify execution status.

Table 6 lists all the selected benchmarks. To make the
benchmarks relevant to unsafe code, we select Rust crates
with a high percentage of both unsafe source code and
dynamically executed instructions. Most well-maintained
crates include benchmarking functions, which act as entry
points to invoke code of the target crate [54]. However, a
key challenge is that many crates do not exercise substantial
unsafe code, either because their benchmarking functions do
not call (directly or indirectly) functions containing unsafe
code, or because their default configurations do not invoke
enough unsafe code. Therefore, to improve execution time
and unsafe code coverage, we tune the configurations and
write additional benchmarking functions for some bench-
marks. Benchmark configurations are available in the arti-
fact.

To address the fairness concern, our benchmark suite com-
prises a variety of widely used program types. The second



column of Table 6 lists these categories, including data struc-
tures, parsers, FFI bindings, string processing, codecs, asyn-
chronous and parallel programming, and cryptography. All
of these crates have significant security implications. For ex-
ample, codecs and parsers are prone to memory safety errors
due to their heavy use of memory buffers, and the security
of common data structures impacts the entire program due
to their pervasive use.
We also manually examine the executed unsafe code in

the selected benchmarks to ensure that the suite covers com-
mon risky code patterns [7, 16] (summarized in the Pattern
column in Table 6). Important patterns include, but are not
limited to, interfacingwith FFI calls, raw pointer andmemory
manipulation, and disabling safety checks for performance.
Regarding usability, our benchmark suite includes only

crates that are independent of specific operating systems
and architectures, and we use Rust’s Cargo.lock for each
benchmark—which contains the exact information about the
target crate’s dependencies [55]—to ensure its characteristics
are reproducible. Finally, we rely on Cargo to automatically
verify execution status and report errors.

6.2 Dynamic Characteristics of Benchmarks
We use research questions 1–5 (§3.1) and the dynamic anal-
ysis framework (§4.2) to analyze the execution-time char-
acteristics of URBench. Recall that the analysis framework
measures unsafe Rust code in its CPU consumption, unsafe
heap usage, executed instructions, and functions contain-
ing these instructions. We use each benchmark’s built-in
benchmarking functions, augmented with additional ones
we wrote for some benchmarks, as the workloads. Table 6
presents the results.
The percentages of unsafe source code range from 0.3%

to 55.7%, with a geometric mean of 8.9%. On average, 41.3%
of unsafe code is executed during benchmarking. Similar
to the 100-crate empirical study (§5.2), unsafe code in these
benchmarks generally has a larger runtime footprint than
its static presence suggests, but with two notable differences.
First, the relative increase in unsafe execution time is less
pronounced for the benchmarks (15.6% vs. 8.9%) than for the
100 crates (5.9% vs. 1.5%); the selected benchmarks already
contain a high static density of unsafe code. Second, unsafe
heap usage is significantly higher in the benchmarks than in
the 100 crates (13.9% vs. 0.7%), as the suite includes multiple
crates with exceptionally high unsafe heap usage.

URBench exhibits high diversity not only in program types
and unsafe code patterns (see the second and fourth columns
of Table 6) but also in the dynamic characteristics of un-
safe code. CPU usage of unsafe code, for example, ranges
from 0.8% to 79.5%. Certain crates, such as matrixmultiply,
show significant unsafe usage across CPU time (48.3%), heap
(42.8%), and executed instructions (72.0%). In contrast, pro-
grams such as memchr spend a high fraction of CPU cycles

Table 7. Comparison of our benchmarks with those used
in recent Rust defenses. Eval(uated) excludes standard-
library benchmarks and benchmarks that do not compile.
Cov(erage) reports the percentage of unsafe source code
lines covered during benchmarking.

Count Eval Unsafe

SLOC Cov CPU Heap Inst

ERASan [42] 23 16 2.5% 30.8% 0.9% 1.3% 1.1%
MetaSafe [25] 19 6 3.2% 33.8% 1.8% 6.1% 1.3%
RustSan [13] 20 10 0.9% 22.6% 0.02% 0.08% 0.02%
TRust [9] 11 7 1.3% 35.8% 0.08% 0.6% 0.08%

Our Suite 18 18 8.9% 41.3% 15.6% 13.9% 5.6%

in unsafe code (25.3%) but exhibit relatively modest unsafe
heap usage (10.2%) and executed instructions (9.1%).

Importantly, we observe that benchmark relevance cannot
be captured by a single metric of unsafe code. For example,
unsafe SLOC alone is a weak proxy for dynamic behavior:
petgraph has only 0.3% unsafe SLOC but its unsafe code
accounts for 64.2% of CPU cycles and accesses 32.3% of heap
memory, while memchr has 14.1% unsafe SLOC but executes
only 9.1% unsafe instructions. CPU time, heap usage, and in-
struction counts expose different aspects of unsafe execution,
and our benchmark suite stresses these aspects to different
degrees. This multidimensional diversity helps offset biases
introduced by specific program types and is essential for a
general benchmark suite intended to evaluate different types
of unsafe Rust defenses.

6.3 Comparison with Existing Benchmarks
As mentioned above, prior Rust defenses choose benchmarks
for performance and memory overhead evaluation based on
their popularity, rather than following the common stan-
dards described in Section 6.1. But these benchmarks often
contain little unsafe code (e.g., base64) or lack diversity in
program types. We use our analysis framework to assess the
benchmarks adopted by four recent Rust defenses [9, 13, 25,
42] and compare them with URBench.

Table 7 summarizes the results. URBench performs sub-
stantially more unsafe execution than those used by recent
Rust defenses. Our suite spends 15.6% of CPU cycles in unsafe
code, compared with at most 1.8% in prior suites, and exe-
cutes 5.6% unsafe instructions, compared with at most 1.3%.
Its unsafe heap usage is also much higher than all compared
suites, with a smaller margin over MetaSafe, whose result is
based on only six benchmarks and is thus less representative.
In addition, our suite covers a wider range of program

types than prior suites (Table 6). For example, MetaSafe, Rust-
San and TRust all lack parallel benchmarks, and all the com-
pared works lack FFI-binding programs. Therefore, URBench
is a more effective evaluation tool for assessing unsafe Rust
mitigation techniques.



6.4 Case Study
We conducted a case study using our benchmark suite to eval-
uate the performance overhead of ERASan [42], a Rust mem-
ory sanitizer. ERASan builds on ASan [49] and instruments
memory accesses to detect memory safety bugs, thereby in-
curring performance overhead on instrumented programs.
ERASan used an older Rust compiler (1.64) than ours (1.80),
which cannot compile many of our benchmarks.5 In addition,
its benchmarking interface is highly customized and requires
significant effort to adapt to new benchmarks. After adapting
the compatible benchmarks, we ran five to completion and
one partially.
We evaluate ERASan’s runtime overhead by comparing

the execution time of benchmarks enhanced by ERASan
with the execution time of the baseline benchmarks. We
ran the benchmarks three times and computed the average
across those runs. Overall, we observe significant overhead
on all benchmarks: semver at 112.6%, ndarray at 101.3%,
matrixmultiply at 117.4%, arrayvec at 112.1%, smallvec
at 36.1%, and the highest, jni at 330.6%. The geometric mean
is 110.2%. Given the high unsafe-code execution in these
benchmarks, it is not surprising to see such substantial over-
head. In contrast, many benchmarks used by ERASan show
little to no overhead, mainly due to their lack of unsafe code
and inputs that do not sufficiently invoke unsafe code. This
study highlights the effectiveness of our benchmarks.

7 Discussion: Threats to Validity
Dataset. Because of the high engineering effort required

to select crates that meet our standards (Section 3.2) and the
significant execution time of crates (e.g., running all crates
to collect heap usage data takes several days), our dataset
is limited to 100 crates. A larger dataset would yield more
precise results regarding unsafe code execution.
We also expect unsafe code to be less common across all

Rust crates than our findings suggest. Our selected crates are
among the most downloaded. We counted the percentages
of crates with unsafe code among (1) the top 1, 000 crates
(cutoff: October 2026) and (2) 1, 000 randomly sampled crates
updated since 2023. The results are 54.4% and 24.1%, respec-
tively. These numbers agree with a prior study published in
2020, which found that 52.5% of the most downloaded crates
and 29.4% of all crates contain unsafe code [16]. Additionally,
our dataset includes only crates that contain unsafe code
exercised by their workloads, while many crates do not.

Furthermore, our selection of the most downloaded crates
introduces two other selection biases. First, our dataset in-
cludes only library crates and no binary crates. Second, many
selected crates are low-level infrastructure libraries (e.g.,
memchr), which tend to appear deeper in application depen-
dency graphs.

5Due to the rapid development of Rust, older compilers often fail to compile
newer programs; the reverse also occurs, but is less common.

Workloads. The credibility of dynamic analysis greatly
depends on the representativeness of the workloads. Our
empirical study uses each crate’s built-in test cases and our
LLM-generated drivers to call public APIs. We assess only
well-maintained crates, many of which already include real-
istic workloads, and our LLM-generated workloads increase
API coverage to 90.4%. In addition, we manually examine
the workload source code to check whether the APIs are
used plausibly. However, high API coverage and manual in-
spection do not ensure that our workloads reflect real-world
usage, which also depends on API invocation frequencies
and inputs—information that we generally lack.

Unsafe Instruction Identification. Tracking all instruc-
tions originating from unsafe functions or blocks across all
compiler transformation passes, as discussed in Section 4.2, is
impractical to implement. Instead, we identify unsafe instruc-
tions enclosed between a pair of unsafe instruction markers
(§4.2). This approach is robust against most of LLVM’s op-
timization passes, as most optimization passes transform
instructions in place [2]. However, optimization passes that
reorder instructions may introduce both false positives—i.e.,
safe instructions moved into a pair of markers—and false
negatives—i.e., unsafe instructions moved outside.
We investigated LLVM’s IR optimization passes [2] and

found that they pose limited threats to our analysis. IR opti-
mizations that reorder instructions are relatively uncommon
and, more importantly, their code motion is usually localized.
Additionally, our instructionmarkers set the hasSideEffects
flag [1] and have no restrictive memory attributes, which
prevents the markers from being optimized away and also
discourages LLVM from moving memory instructions across
them [34]. Therefore, unsafe instructions are likely to remain
within markers, and safe instructions outside markers are
unlikely to be moved inside.
For example, loop-invariant code motion (LICM), which

moves loop-invariant instructions outside loops [2], is per-
haps the most notable IR-reordering pass. When an unsafe
block encloses a loop, LICM is unlikely to affect our analyses
because (1) the markers act as instruction barriers as de-
scribed above, and (2) LICM moves invariants only to nearby
locations, rather than farther away. Yet, LLVM can, in princi-
ple, move instructions across marker boundaries, potentially
causing our analysis to lose track of unsafe instructions or
misclassify safe ones as unsafe.
Dependent Crates. We focus on assessing each crate

itself to prevent unsafe code in its dependencies from domi-
nating the results. Precisely isolating the execution time of
the main crate, however, is challenging. To exclude CPU time
in dependencies (§3.1.1), our pass inserts a pair of CPU coun-
ters around every call to functions in dependent crates. One
challenge is that resolving indirect function calls requires pre-
cise pointer analysis, which is intractable in general [19, 46].
In our implementation, we conservatively treat all indirect
function calls as targeting dependent crates. Consequently,



our measurement may overapproximate the execution time
spent in dependencies, producing higher ratios of unsafe
code execution for the main crate. Nevertheless, we expect
the overapproximation to be minimal because indirect func-
tion calls account for only 0.35% of calls invoked in unsafe
code (0.7% in the static IR). This issue can be mitigated by
accompanying our analysis with approaches to indirect call
resolution [12, 30, 63].

8 Related Work
Rust and its ecosystem are highly active research areas. This
section focuses on prior empirical studies of unsafe Rust
(§8.1) and mitigation mechanisms for unsafe Rust that cur-
rently lack effective benchmarks (§8.2).We omit other related
work, such as static bug detection [8, 14, 31, 32].

8.1 Static and Manual Analysis of Unsafe Rust
Our work is closely related to prior surveys on unsafe Rust [7,
16, 44, 45, 65]. Evans et al. [16] investigated the prevalence
and types of unsafe code in Rust projects, along with the
reasons programmers choose to use it. Notably, they ana-
lyzed the propagation of unsafe code through call graphs,
concluding that approximately 50% of Rust crates either con-
tain unsafe code themselves or call, directly or indirectly, a
function with unsafe code. Similarly, Astrauskas et al. [7]
examined Rust crates to understand how programmers use
unsafe Rust, focusing on whether they adhere to the best se-
curity practices—namely, using unsafe Rust sparingly and in
a self-contained and well-encapsulated manner. Both Evans
et al. [16] and Astrauskas et al. [7] conducted large-scale
analysis of Rust crates (over 3,000) using static metrics, such
as the numbers of unsafe blocks and functions. Our work
complements these studies by providing insights into the
execution-time characteristics of unsafe Rust, revealing dis-
crepancies between static and dynamic unsafe code.
Qin et al. [44, 45] also investigated the reasons for using

unsafe Rust. They manually analyzed instances of unsafe
code usage aswell as knownmemory safety and thread safety
bugs in real-world Rust projects. Based on their findings,
they proposed several programming practices to minimize
the use of unsafe Rust. Similarly, Zhang et al. [66] manually
inspected unsafe blocks to understand their necessity and
developed a tool to auto-replace certain unsafe uses with
safer alternatives.

Xu et al. [65] focused on analyzing memory safety CVEs.
They summarized three categories of memory safety bugs
in Rust, key challenges of avoiding them, and potential mit-
igation directions. While our work does not aim to detect
Rust safety bugs, our dynamic analysis framework can be
used to highlight unsafe code at runtime, helping developers
scope potential security risks and apply mitigations strate-
gically. For instance, developers can use runtime frequency
information to decide whether to add bounds checks to raw

pointer dereferences in a hot unsafe block, depending on
their overhead budget.

8.2 Unsafe Rust Mitigations
XRust [33], PKRU-Safe [26] and TRust [9] analyze Rust on
the LLVM IR level to identify memory objects accessed by
unsafe code and apply intra-process memory isolation tech-
niques to keep unsafe code from accessing memory intended
exclusively for safe Rust. Similarly, MetaSafe [25] isolates and
protects safety metadata of smart pointers (e.g., the length
of a vector). Sandcrust [28] and Fidelius Charm [6] focus
on preventing external C libraries from accessing trusted
memory objects. The former isolates untrusted code in a
separate process, and the latter relocates selected sensitive
data into protected memory pages before running foreign
functions. In addition, ERASan [42] and RustSan [13] opti-
mize ASan [49]—a memory sanitizer originally developed to
detect memory safety bugs in C/C++—for Rust by removing
redundant safety checks. Similarly, LiteRSan [64] utilizes
Rust-specific program analysis to identify unsafe memory
accesses and enforce safety checks on them.

All these approaches introduce performance and memory
overhead due to the enforcement of their security policies.
They mainly rely on popular Rust programs for performance
evaluation. However, many such benchmarks are inadequate
for evaluating the performance and memory impact of these
approaches due to a lack of unsafe code or insufficient ex-
ecution time. Our benchmark suite covers a wide range of
common unsafe code patterns and ensures extended exe-
cution time, making it a more effective evaluation tool for
assessing unsafe Rust mitigation techniques.

9 Conclusion and Future Work
We present the first empirical study of the execution-time
behavior of unsafe code in real-world Rust programs. We
also curate the first Rust benchmark suite that emphasizes
unsafe code for evaluating the performance overhead of Rust
defenses. We show that unsafe Rust code cannot be well char-
acterized by its static presence alone, whereas dynamic mea-
surements provide a complementary view for understanding
unsafe code and informing the development of defenses.
We see two important directions for future work. First,

fine-grained dynamic analysis of unsafe code can provide
more informative guidance for security analysis and tool de-
velopment. For example, instead of conservatively assuming
a function containing unsafe code may endanger its callers,
a fine-grained analysis can track whether the callee’s un-
safe code accesses resources allocated by its callers, thereby
helping assess whether and how the callee’s unsafe code
affects those resources. Second, more realistic benchmark
workloads that reflect how the benchmarks are used in pro-
duction environments can improve the evaluation of unsafe
Rust defenses.
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