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Announcements

e Assignment 1 due today
e Assignment 2 released

e (Mini-) Assignment 1.5: Prepare at least one question about
anything covered so far for the next lecture



Outline

* Review: ROP, Integer Overflows, and Heap Overflows
e Temporal Memory Safety
e Format String Vulnerabilities



Limitations of ret211bc Attacks

« On AMDG64 (and many other arch, e.g., AArch64), function arguments
are first passed via registers instead of stack.

* Limited exploitable functions

» system() and other “profitable” library functions could be removed.

* Can only execute straight-line code
> Desired malicious computation may be invalidated by functions themselves.



Exploiting Existing and Executable Code

high address

“return” to system()

Stack frame of

: (gdb) disassemble system
mam() Dump of assembler code for function system:
0x00007ffff7c50d70 <+0>: endbro64
ReturnAddress 0x00007 ffff7c50d74 <+4>: test  %rdi,%rdi
_ 0x00007ffff7c50d77 <+7>: je Ox7ffff7c50d80 <system+16>
_marn"s’rbp 0x00007ffff7c50d79 <+9>: jmp Ox7ffff7¢c50900

0x00007ffff7c50d7e <+14>: xchg  %ax,%ax
0x00007ffff7c50d80 <+16>: sub $0x8,%rsp
0x00007ffff7c50d84 <+20>: lea 0x1878f5(%rip) ,%rdi
0x00007 ffff7c50d8b <+27>: call Ox7ffff7c50900
0x00007ffff7c50d90 <+32>: test %eax,%eax
0x00007ffff7¢c50d92 <+34>: sete %al

low address 0Xx00007ffff7c50d95 <+37>:  add  $0x8,%rsp
0x00007ffff7c50d99 <+41>: movzbl %al,%eax
0x00007ffff7¢c50d9c <+44>: ret

How about setting the argument and executing the same instructions
from other places?



What really matters are the instructions
and how they are arranged.



Return-oriented Programming (ROP)

+ An exploit technique that allows arbitrary code execution without
calling any functions.

* Exploiting memory corruption bugs

> Often starting with a corrupted return address
* Chaining code sequences, called gadgets, that end with a ret

> Generally, gadgets ending with control flow transfer instructions, e.g. Jmp
* Turing-complete

> Memory operations

> Arithmetic and logic
> Control flow



Return-oriented Programming (ROP)

e Use ret to jump to the “profitable” instructions to the attacker’s interest

(%rsp), %Srip «——
@ $8,1T% Note this instruction is for demonstration.
r1p cannot be explicitly updated.

Controlling what rsp enables controlling the
next to-be-executed instruction.

e Use rsp as a confused deputy for rip
> Attackers use rsp to control the flow of the victim program.



Chaining Multiple ret

S 21
high address ret @ glgzj/ égrsgi)’.;p sl 1P
’ (o)

/ mov $32, %rcx; pop %rcx; ret Gadget?2

— > mov %rax, S%rbx; ret Gadget 1

Start from a
buffer overflow

Attackers execute instructions of their choosing by
corrupting the stack with crafted return addresses
low address and payloads of target instructions.




Loading a Constant

@ How to load an arbitrary constant (e.g. @xdeadbeef) into a register?

* Option 1: Pop the constant to the target register

high address

rax Oxdeadbeef
gadget_1 rsp 0x40018
rip gadget_1’s address

ret
PpOp %rax
ret

low address
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Stack Pivoting

l@i How to enable a larger “stack”?

* Pop the target address (e.g. 0x300000) to rsp, and ret.

high address

rsp 0x300000
rip gadget ret’s address

ret pop %rsp is special:
pop %rsp * 'SP gets incremented by one word.
ret

e Data pointed by old rsp is loaded to rsp.

rsp

low address 19



Finding ROP Gadgets

ROP gadgets: Instructions sequences ending with a ret.

(gdb) disassemble main

Dump of assembler code for function main:

0x0000000000001170
0x0000000000001171
0x0000000000001174
0x0000000000001178
0x000000000000117f
0x0000000000001186
0x000000000000118b
0x0000000000001190
0x0000000000001195
0x000000000000119cC
0x000000000000119°f
0x00000000000011a6
0x00000000000011a8
0x00000000000011ad
0x00000000000011af
0x00000000000011b3
0x00000000000011b4

&): How many gadgets can you find in these two functions?

<+0>:
<+1>:
<+4>:
<+8>:

<+15>:
<+22>:
<+27>:
<+32>:
<+37>:
<+44>:
<+47>:
<+54>:
<+56>:
<+61>:
<+63>:
<+67>:
<+68>:

push
mov
sub
mov L
mov L
mov
mov
call
mov L
mov
lea
mov
call
Xor
add

Pop
ret

%rbp

%rsp,%rbp
$0x10,%rsp
$0x0,-0x4 (%rbp)
$0x0,-0x8(%rbp)
$0x1,%edi
$0x2,%es1

0x1150 <foo>
$0x1,-0x8(%rbp)
—-0x8(%rbp) ,%esi
Oxe5e(%rip) ,%rdi
$0x0,%al

0x1030 <printf@plt>
%eax,%eax
$0x10,%rsp

%rbp

0x0000000000001150
0x0000000000001151
0x0000000000001154
0x0000000000001158
0x000000000000115b
0x000000000000115¢
0x0000000000001162
0x0000000000001164
0x0000000000001169
0x000000000000116d
0x000000000000116€e

<+0>:
<+1>:
<+4>:
<+8>:

<+11>:
<+14>:
<+18>:
<+20>:
<+25>:
<+29>:
<+30>:

push
mov
sub
mov
mov
lea
mov
call
add
pop
ret

Dump of assembler code for function foo:

%rbp

%rsp,%rbp
$0x20,%rsp
%sedi,—0x4(%rbp)
%esi,—-0x8(%rbp)
-0x14(%rbp) ,%rdi
$0x0,%al

0x1040 <gets@plt>
$0x20,%rsp

%rbp

12



ROP Gadgets Are Abundant

ROP gadgets: Instructions sequences ending with a ret.

* Linked libraries provide a plethora of instructions.
* X86 ISA uses variable-length instructions.

> Allows unintended instruction sequences

ret iIs encoded as 0xc3 in hexadecimal format.

Starting one byte later, the attacker instead obtains

£f7 ¢7 07 00 00 00 test $0x00000007, %edi c7 07 00 00 00 Of movl $0x0f000000, (%edi)
0f 95 45 c3 setnzb -61(%ebp) 95 xchg %ebp, %eax
45 inc %ebp

c3 ret

13



ROP Thesis

The Geometry of Innocent Flesh on the Bone: Return-into-libc without Function Calls (on the x86),
by Hovav Shacham.

“In any sufficiently large body of x86 executable code there will
exist sufficiently many useful code sequences that an attacker who
controls the stack will be able, by means of the return-into-libc

techniques we Introduce, to cause the exploited program to
undertake arbitrary computation.”

@ Also true in almost all other major architectures.

14



Find ROP Gadgets

ROPGagdet: A tool that examines binaries to find code-reuse gadgets.

void foo(int a, int b) { How many ret gadgets in this program?
char buffer[12];

. $ ROPgadget —binary demo | grep ret
getS (buffer) ’ 4:0x00000000000010b3 : add byte ptr [rax], @ ; add byte ptr [rax], al ; ret
.t . 7:0x00000000000010b4 : add byte ptr [rax], al ; add byte ptr [rax], al ; ret
recurn ’ 8:0x0000000000001130 : add byte ptr [rax], al ; add dword ptr [rbp - 0x3d], ebx ; nop dword ptr [rax] ; ret
}_ 13:0x00000000000010b6 : add byte ptr [rax], al ; ret
17:0x00000000000010f5 : add byte ptr [rax], r8b ; ret

18:0x0000000000001131 : add byte ptr [rcx], al ; pop rbp ; ret
20:0x0000000000001132 : add dword ptr [rbp — 0x3d], ebx ; nop dword ptr [rax] ; ret

: : 21:0x000000000000112e : add eax, 0x100002f ; pop rbp ; ret
lnt Ma ln( ) { 23:0x00000000000011b0 : add esp, 0x10 ; pop rbp ; ret
j_r]-t X 24:0x000000000000116a : add esp, 0x20 ; pop rbp ; ret
’ 25:0x0000000000001017 : add esp, 8 ; ret
X = (a " 26:0x00000000000011af : add rsp, 0x10 ; pop rbp ; ret
" ’ 27:0x0000000000001169 : add rsp, 0x20 ; pop rbp ; ret
foo ( 1 2) " 28:0x0000000000001016 : add rsp, 8 ; ret
’ ’ 31:0x00000000000011bb : cli ; sub rsp, 8 ; add rsp, 8 ; ret
X = 1 " 42:0x00000000000010f1 : loopne 0x1159 ; nop dword ptr [rax + rax] ; ret
’ 43:0x000000000000112c : mov byte ptr [rip + 0x2f05], 1 ; pop rbp ; ret
- o 1 " 44:0x00000000000010f3 : nop dword ptr [rax + rax] ; ret
p rlntf( d\n ) 45:0x00000000000010b1 : nop dword ptr [rax] ; ret
retu rn 0 46:0x00000000000010f2 : nop word ptr [rax + rax] ; ret
’ 47:0x00000000000010ef : or bh, bh ; loopne 0x1159 ; nop dword ptr [rax + rax] ; ret
}_ 48:0x0000000000001133 : pop rbp ; ret

51:0x000000000000101a : ret

52:0x0000000000001011 : sal byte ptr [rdx + rax — 1], 0xd@ ; add rsp, 8 ; ret
53:0x00000000000011bd : sub esp, 8 ; add rsp, 8 ; ret

54:0x00000000000011bc : sub rsp, 8 ; add rsp, 8 ; ret

61:0x00000000000011ad : xor eax, eax ; add rsp, 0x10 ; pop rbp ; ret






Integer Overflows

+ An integer overflow occurs when an integer is increased beyond
Its maximum value or decreased beyond its minimum value.

e Standard integer types (signed)
> signed char, short int, int, long int, long long int

* Signed overflow vs unsigned overflow

> A signed overflow occurs when a value is carried over to the sign bit.

> An unsigned overflow occurs when the underlying representation can
no longer represent an integer value.

17



Integer Overflow Examples

unsigned int ui;
sighed 1int si;
uli = UINT_MAX; // 2732 - 1 = 4,294,967,295

Ul++, /
printf("ui = %u\n", ui);

si = INT_MAX; // 2731 - 1 = 2,147,483,647

S1++; /
printf("si = %d\n"”, si);

What does it print?
0

What does it print?
-2"31 =-2,147,483,648

18



Integer Overflow Examples

unsigned int ui;
sighed 1int si;
ui = 0;

uli——; /
printf("ui = %u\n", ui);

si = INT_MIN; // -2731 = -2,147,483,648

S1——; /
printf("si = %d\n”, si);

What does it print?
2N32 -1 =4,294,967,295

What does it print?
231 -1=2,147,483,647

19



Buffer Overflows

e Stack overflow: overflowing a memory region on the stack
(e.g., overwriting a return address)

* Heap overflow: overtflowing a memory region dynamically
allocated on the heap

20



Overflowing Heap Critical User Data

typedef struct chunk {
char inp[64];
void (xprocess)(c

/* vulnerable input buffer x/
/* pointer to function x/

} chunk_t;
void showlen(char xbuf) {
int len = strlen(buf); Overflow the buffer on the heap to set the
rintf("buffer5 read %d chars\n", len); . . .
) P function pointer to an arbitrary address.

int main(int argc, char xargv[]) {
chunk_t xnext = malloc(sizeof(chunk_t));
next—->process showlen;
printf("Enter value: ");
gets(next—>inp);
next—>process(next—>inp) ;
printf("buffer5 done\n");

21



Overflow Heap Metadata

* Heap allocators (i.e., heap memory managers)

> What regions have been allocated and their sizes
> What regions are available for allocation

 Heap allocators maintain metadata such as chunk size, previous, and
next pointers to other chunks.

> Metadata are adjusted during heap-management functions.
-malloc(), callaoc(), realloc(), etc. and free()
» Heap metadata are often adjacent to heap user data

22



Example Heap Allocator

Lg|sz Wda’ca\‘\zpﬂ\szf}mb/kdata\‘ PS | sz|)b/k_| data

Chunk Chunk?2 Chunk3

struct chunk {

* ps: prev_size //
. e ol size_t
SZ: Size Size t
 fd: forward pointer struct
_ struct

* pk: backward pointer }

» data: allocated space for user data

Other fields

prev_size; // Size of the previous chunk
size; // Size of the current chunk
chunk *xfd; // Pointer to the next chunk
chunk xbk; // Pointer to the previous chunk

23



Example Heap Allocator

L&z mdata\‘ psS | SZ |?db/kdata\‘ pS | sz|)b/k_| data

Chunk Chunk?2 Chunk3
ps|sz|fd bk | data ps|sz|fd bkm\ ps|sz|fd Ibk| data
Chunk Chunk?2 Chunk3

e malloc() removes a chunk from free list

»chunk2—->bk—>fd = chunk2—>fd
»chunk2—->fd->bk = chunk2->bk



Attacking the Example Heap Allocator

L&z mdata\‘ psS | SZ |?db/kdata\‘ pS | sz|)b/k_| data

Chunk Chunk?2 Chunk3

e malloc() removes a chunk from allocated list

»chunk2->bk—>fd = chunk2—>fd
»chunk2->fd->bk = chunk2->bk

* By overflowing chunk?2, attacker controls bk and fd of chunk?
How to exploit this vulnerability for arbitrary writes (write-where-what vul.)?

25



Attacking the Example Heap Allocator

L&z mdata\‘ psS | SZ |?db/kdata\‘ pS | sz|)b/k_| data

Chunk Chunk?2 Chunk3

* malloc() removes a chunk from allocated list
» chunk2—>bk—>fd = chunk2->fd
»chunk2—>fd->bk = chunk2->bk

* By overflowing chunk?2, attacker controls bk and fd of chunk?

e Suppose the attacker wants to write va Lue to memory address addr
» Set chunk2—>fd to be value

» Set chunk2—>bk to be addr - fd offset, where fd offset is the
offset of the fd field in the chunk structure.



Attacking the Example Heap Allocator

L&z mdata\‘ PS | SZ |?db/kdata\‘

PsS | sz|)b/k_| data

Chunk Chunk?2

e malloc() removes a chunk from

allocated list

»chunk2->bk—>fd = chunk2—>fd
»chunk2->fd->bk = chunk2->bk

* By overflowing chunk?2, attacker controls bk and Td of chunk?2

e malloc() changes the program as follows:
value, the same as (xaddr) =

» (addr - fd offset)->fd
» value—>bk = addr - offset

Chunk3

va lue

27



Attacking the Example Heap Allocator

\ value
psS | SZ mdata Li|sz | }‘GL b(J data pS | sz|)b/k_| data

addr - fd offset

Chunk Chunk?2 Chunk3
* malloc() removes a chunk from allocated list s addr

addr - fd_offset
»chunk2—>bk—>fd = chunk2->fd
»chunk2—>fd->bk = chunk2->bk
* By overflowing chunk?2, attacker controls bk and Td of chunk?2
* malloc() changes the program as follows:

» (addr - fd offset)—>fd = value, the sameas (xaddr) = value
» value—>bk = addr - offset

Enables arbitrary memory write!

28



Temporal Memory Safety
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Memory Management

How does C/C++ manages memory?

* Global data: reserve space during program initialization; never free
e Stack: automatically allocated/deallocated at function start/end

 Heap: manual management, i.e., explicit allocations/deallocations
> C++ supports partially automatic memory management (RAIl)

30



Temporal Memory Safety Bugs

Dereference of ptris a
use-after-free (UAF) bug.

Freeing the ptr again is a
double free bug.

Ox10fT

0x1000

31



Temporal Memory Safety Bugs

Dereference of ptris a

m use-after-free (UAF) bug.

Security risks

/N Information leaking
/\ Data corruption
/\ Denial of service

Ox10fT

0x1000
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Temporal Memory Safety Vulnerabilities are Severe

WebKit Process Model

Available for: IPhone 11 and later, iPad Pro 12.9-inch 3rd generation and later, iPad Pro 11-inch 1st

generation and later, iPad Air 3rd generation and later, iPad 8th generation and later, and iPad mini 5th
generation and later

Impact: Processing maliciously crafted web content may lead toan unexpected Safari crash
Description: e was addressed with improved memory management.

WebKit Bugzilla: 296276

CVE-2025-43368: Pawel Wylecial of REDTEAM.PL working with Trend Micro Zero Day Initiative

https://support.apple.com/en-us/125108
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Temporal Memory Safety Vulnerabilities are Severe

Kernel

Available for: Mac Studio (2022 and later), iMac (2019 and later), Mac Pro (2019 and later) ...

Impact: An app may be able talexecute arbitrary code with kernel privileges
Description: A 'sue was addressed with improved memory management.

CVE-2023-41995: Certik Skyfall Team, and pattern-f (@pattern_F_) of Ant Security Light-Year Lab
CVE-2023-42870: Zweig of Kunlun Lab

https://support.apple.com/en-us/HT213940 34
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Use After Free

S ¢ A

Common Weakness Enumeration
A community-developed list of SW & HW weaknesses that can become vulnerabilities

Cuv

s Ccwe.mitre.org/top25/archive/2024/2024_kev_list.html

Home About v Learn Vv Access Content Vv Community Vv Search v

2024 CWE Top 10 KEV Weaknesses

Top 25 Home

Share via: X View in table format KEV Key Insights KEV Methodology

1

0O N 0 & W | |N

%

=
o

Out-of-bounds Write
CWE-787 | CVEs in KEV: 18 | Rank Last Year: 3 (up 2) A

Access of Resource Using Incompatible Type ('Type Confusion')
CWE-843 | CVEs in KEV: 6 | Rank Last Year: 8 (up 6) A

Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection')
CWE-78 | CVEs in KEV: 6 | Rank Last Year: 5 (up 2) A

Improper Control of Generation of Code (‘Code Injection')
CWE-94 | CVEs in KEV: 7 | Rank Last Year: 33 (up 29) A

Deserialization of Untrusted Data
CWE-502 | CVEs in KEV: 5 | Rank Last Year: 6 (up 1) A

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')
CWE-22 | CVEs in KEV: 5 | Rank Last Year: 9 (up 3) A

Missing Authentication for Critical Function
CWE-306 | CVEs in KEV: 6 | Rank Last Year: 10 (up 3) A

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
CWE-89 | CVEs in KEV: 4 | Rank Last Year: 11 (up 3) A

Use After Free

CWE-416 | CVEs in KEV: 5Rank Last Year: 1 (down 8) ¥

Improper Neutralization of Special Elements used in a Command (‘Command Injection')
CWE-77 | CVEs in KEV: 4 | Rank Last Year: 15 (up 5) A
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Common Weakness Enumeration

W ~ A Community-Developed List of Software & Hardware Weakness Types

Home > CWE Top 25 > 2023 CWE Top 10 KEV Weaknesses

2023 CWE

Top 10 KEV Weaknesses

Top 25 Home

Share via: £ 4 View in table format KEV Key Insights KEV Methodology

1

vl | & W || N

Use After Free
CWE=FT8="&rraiysis score: 73.99 | # CVE Mappings in KEV: 44 | Avg. CVSS: 8.54

Heap-based Buffer Overflow
CWE-122 | Analysis score: 56.56 | # CVE Mappings in KEV: 32 | Avg. CVSS: 8.79

Out-of-bounds Write
CWE-787 | Analysis score: 51.96 | # CVE Mappings in KEV: 34 | Avg. CVSS: 8.19

Improper Input Validation
CWE-20 | Analysis score: 51.38 | # CVE Mappings in KEV: 33 | Avg. CVSS: 8.27

Improper Neutralization of Special Elements used in an OS Command
CWE-78 | Analysis score: 49.44 | # CVE Mappings in KEV: 25 | Avg. CVSS: 9.36
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Use-After-Free (UAF)

» Program frees memory then references that memory as if it were
still valid.

* Adversaries can control data written using the freed pointer.

* AKA, use of dangling pointers

37



Use-After-Free (UAF)

int main(int argc, char xkargv) 1
char xbufl, =xbuf2;

bufl = (char *) malloc(BUFSIZE1l); - - - >
free(bufl): What is wrong with this program

buf2 = (char %) malloc(BUFSIZE2);
strncpy(bufl, argv[1], BUFSIZE1l-1);

* When the first buffer is freed, that memory is available for reuse right away.
* Then, the following buffers are possibly allocated within that memory region.
 Finally, the write using the freed pointer may overwrite buf?2 (and its metadata).

33



Use-After-Free (UAF)

* Most effective attacks exploit data of another type.

struct A {
void (xfnptr)(char xarg);
char xbuf;

&

struct B {
long 1nt B1;
long 1nt B2;
char infol[32]:

Fi

X = (struct A x)malloc(sizeof(struct A)); Free A. and allocate B
free(x); 5. .
y = (struct B x)malloc(sizeof(struct B)); What might happen?

39



Overflowing Heap Critical User Data

typedef struct chunk {
char inp[64];
void (xprocess)(c

/* vulnerable input buffer x/
/* pointer to function x/

} chunk_t;
void showlen(char xbuf) {
int len = strlen(buf); Overflow the buffer on the heap to set the
rintf("buffer5 read %d chars\n", len); . . .
) P function pointer to an arbitrary address.

int main(int argc, char xargv[]) {
chunk_t xnext = malloc(sizeof(chunk_t));
next—->process showlen;
printf("Enter value: ");
gets(next—>inp);
next—>process(next—>inp) ;
printf("buffer5 done\n");

40



Use-After-Free (UAF)

* Most effective attacks exploit data of another type.

struct A {
void (xfnptr)(char *arg); y—>B1 = OXDEADBEEF;
char xbuf;
) Xx—>fnptr(x—>buf);
struct B { e Assume that
long 1int B1;
long int B2; > Attackers control what to
\ char infol[32]: write to y—>B1
' > A later UAF that performs a
call using x—>tnptr
X = (struct A x)malloc(sizeof(struct A)); e One of the most Commonly
free(x); .
y = (struct B x)malloc(sizeof(struct B)); exploited patterns.

41



Vulnerabilities Caused By UAF

* General pattern of UAF vulnerabilities:

> A new heap object N is allocated over the heap location previously occupied
by an freed object 0.

> Pointer p points to and is used to access N.
> Pointer g points to and was used to access 0.

> p and g are both used to access the same memory region.
- Attackers control g to access N.
- Attackers control N and wait for q to access N.

 Consequences

> Arbitrary code execution
> Information leak
> Data corruption

42



Vulnerabilities Caused By UAF

struct N { long usr; long pwd; int (xfn)(void); };
struct 0 { int (skoper)(void); long ul; long u2; };

OCoO0ONOUILES, WN -

void foo(long uid, long secret) {

}

struct N xp = malloc(sizeof(struct N));

p—>fn = _ safe_function_1;
p—>usr = uid;

p—>pwd = secret;

p—>fn();

void bar(long userl, long user2) {

struct 0 *xx = malloc(sizeof(struct 0Q));

X—>oper = __ safe_function_2;
struct 0 xq = Xx;

free(x);

q—>oper();

g—>ul = userl,;

g—>u2 = user2;

reply("Users: %1 | %1", gq—>ul, gq—>u2);
free(q);

e Write through p and read through
leads to arbitrary code execution.

» exploit path: 16->5->7->17

g
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Vulnerabilities Caused By UAF

struct N { long usr; long pwd; int (xfn)(void); };
struct 0 { int (skoper)(void); long ul; long u2; };

OCoO0ONOUILES, WN -

void foo(long uid, long secret) {

}

struct N xp = malloc(sizeof(struct N));

p—>fn = _ safe_function_1;
p—>usr = uid;

p—>pwd = secret;

p—>fn();

void bar(long userl, long user2) {

struct 0 *xx = malloc(sizeof(struct 0Q));

X—>oper = __ safe_function_2;
struct 0 xq = Xx;

free(x);

q—>oper();

g—>ul = userl,;

g—>u2 = user2;

reply("Users: %1 | %1", g—>ul, gq—>u2);
free(q);

 Read through g leads to information

leak.
» exploit path: 16->5->6->8->20
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Vulnerabilities Caused By UAF

struct N { long usr; long pwd; int (xfn)(void); };
struct 0 { int (skoper)(void); long ul; long u2; };

OCoO0ONOUILES, WN -

void foo(long uid, long secret) {

}

struct N xp = malloc(sizeof(struct N));

p—>fn = _ safe_function_1;
p—>usr = uid;

p—>pwd = secret;

p—>fn();

void bar(long userl, long user2) {

struct 0 *xx = malloc(sizeof(struct 0Q));

X—>oper = __ safe_function_2;
struct 0 *xq = X;

free(x);

q—>oper();

g—>ul = userl,;

g—>u2 = user2;

reply("Users: %1 | %1", gq—>ul, gq—>u2);
free(q);

e Write through g and then read
through p leads to arbitrary code
execution.

» exploit path: 16->5->19->9
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Vulnerabilities Caused By UAF

struct N { long usr; long pwd; int (xfn)(void); };
struct 0 { int (skoper)(void); long ul; long u2; };

OCoO0ONOUILES, WN -

void foo(long uid, long secret) {

}

struct N xp = malloc(sizeof(struct N));

p—>fn = _ safe_function_1;
p—>usr = uid;

p—>pwd = secret;

p—>fn();

void bar(long userl, long user2) {

struct 0 *xx = malloc(sizeof(struct 0Q));

X—>oper = __ safe_function_2;
struct 0 *xq = X;

free(x);

q—>oper();

g—>ul = userl,;

g—>u2 = user2;

reply("Users: %1 | %1", g—>ul, gq—>u2);
free(q);

* Free through g corrupts N’s state.
> exploit path: 16->5->21

46



Temporal Memory Safety Bugs

Dereference of ptris a
use-after-free (UAF) bug.

Freeing the ptr again is a
double free bug.

Ox10fT

0x1000
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Double Free

int main(int argc, char sxargv) A
char *xbufl, xbuf2;
bufl = (char %) malloc(BUFSIZE1);
free(bufl);
buf2 = (char %) malloc(BUFSIZE2);
strncpy(bufl, argv[1], BUFSIZE1l-1);
free(bufl);
free(buf2);

What happens here?
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Overflow Heap Metadata

* Heap allocators (i.e., heap memory managers)

> What regions have been allocated and their sizes
> What regions are available for allocation

 Heap allocators maintain metadata such as chunk size, previous, and
next pointers to other chunks.

> Metadata are adjusted during heap-management functions.
-malloc(), callaoc(), realloc(), etc. and free()
» Heap metadata are often adjacent to heap user data
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Double Free

int main(int argc, char sxargv) A
char xbufl, xbuf2;
bufl = (char %) malloc(BUFSIZE1);
free(bufl);

buf2 = (char %) malloc(BUFSIZE2); What happens here?
strncpy(bufl, argv[1l], BUFSIZE1l-1);

free(bufl);
free(buf2);

h

* Free buf1, then allocate buf?2

> buf2 may occupy the same memory space of buf1.
* but2 gets user-supplied data

* Free buf1 again
> Which may use some buf2 data as metadata

> And may mess up buf2’s metadata
* Then free buf2, which uses really messed up metadata
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Vulnerabilities Caused By UAF

struct N { long usr; long pwd; int (xfn)(void); };
struct 0 { int (xoper)(void); long ul; long u2; };

OCoO0ONOUILES, WN -

void foo(long uid, long secret) {

}

struct N xp = malloc(sizeof(struct N));

p—>fn = __safe_function_1;
p—>usr = uid,;

p—>pwd = secret,;

p—>fn();

void bar(long userl, long user2) {

struct 0 *xx = malloc(sizeof(struct 0Q));

x—>oper = __safe_function_2;
struct 0 xq = X;

free(x);

q—>oper();

g—>ul = userl,;

g—>u2 = user2;

reply("Users: %1 | %1, gq—>ul, gq—>u2);
free(q);

* Double free
> exploit path: 16->21
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Pitfalls of realloc

realloc( , ) ;
* Change the size of object pointed by ptr to size

/* p 1s a pointer to dynamically allocated memory. %/
void func(void %xp, size t size) {
void *p2 = realloc(p, size);

if (p2 == NULL) {
free(p); \
return; _
} When size == 0, realloc() frees p.

}
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Vulnerabilities Caused By UAF

* General pattern of UAF vulnerabilities:

> A new heap object N is allocated over the heap location previously occupied
by an freed object 0.

> Pointer p points to and is used to access N.
> Pointer g points to and was used to access 0.
> p and g are both used to access the same memory region.

- Attackers control g to access N.
- Attackers control N and wait for g to access N.

« Consequences Precisely controlling victim memory can be challenging.

> Arbitrary code execution
> Information leak
> Data corruption
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Vulnerabilities Caused By UAF

OCoO0ONOUILES, WN -

struct N { long usr; long pwd; int (xfn)(void); };
struct 0 { int (xoper)(void); long ul; long u2; };

void foo(long uid, long secret) {

}

struct N xp = malloc(sizeof(struct N));

p—>fn = _ safe_function_1;
p—>usr = uid;

p—>pwd = secret;

p—>fn();

void bar(long userl, long user2) {

struct 0 *xx = malloc(sizeof(struct 0Q));

Xx—>oper = __ safe_function_2;
struct 0 xq = X;

free(x);

q—>oper();

g—>ul = userl,;

g—>u2 = user2;

reply("Users: %1 | %1, gq—>ul, gq—>u2);
free(q);

* Write through p and read through @
leads to arbitrary code execution.

» exploit path: 16->5->7->17

Assume the attacker controls N.
“Tricking” bar () to execute line 17
that calls a function whose address
falls exactly to the first field of N
can be challenging.
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Heap Spraying

. An exploitation technique that attempts to put a sequence of bytes
on the heap to increase the likelihood of the victim program using
these attacker-supplied bytes.

Heap sprayed

NOP NOP oL NOP

with shellcode| [N9F NOP1 1op | (NP

NOP NOP 5 NOP

NOP
NOP NOP
. NOP “85 NOP
function pointer ||N95 | [Nop | [NOP Nor o NOP
.cor.rupted to  ||vor | Inop oo

point into heap <—shellcode
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Root Cause
Manual Memory Management

56



thttpd: A Lightweight HTTP Server Written in C

SLOC: 8,360 Use and free throttle buf
throttle buf = malloc(..);

main

://7 ——
I ‘-/
openlog re open logtile fdwatch getcwd fdwatch check td fchown fdwatch get next client data ‘ handle send
i =

httpd set logfp fileno _fentl read throttlefile _— lookup hostname ( _write _writev
_ W‘ T—————— —_—
— = \

; B

fclose strlen realloc strstr sscanf __memmove chk [lvm.objectsize.164.p0 freeaddrinfo __memset _chk [lvm.memset.p0.164 __snprintf chk getaddrinfo
— {
——— _—  —————— —— S

e — e i e —— exit

Call Graph of thttpd

57



thttpd: A Lightweight HTTP Server Written in C

Use throttle buf?
UAF bug! ¥

SLOC: 8,360

m setuid

handle hup

handle linger

httpd ntoa

y

httpd write response

clear connection

match

tm I run

\ \\ ———

———

ate

;__‘._.-/": handle read _strcal_chk} tmr mstimeout idle _daemon
— / \\
_request ( httpd realloc_str finish connection check throttles )tlpd_send_err _read
' \ 7 7~ ]
A N\

—

handle newconnect

7

s

shutdown

\—b

fdwatch del fd

fdwatch add fd

wakeup_connecty

T~

httpd get conn

malloc

¥
httpd set ndelay

e ———

——

N
—

= S

—

update |

———

“syslog$DARWIN EXTSN

—

N

Call Graph of thttpd

—| tmr_cancel
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thttpd: A Lightweight HTTP Server Written in C

SLOC: 8,360

main
———

R ————

httpd_initialize

setgroups time | fdwatch_get_nfiles

lookup_hostname

=

check_throttles httpd_send_err httpd_ntoa handle_newconnect ' - tmr_term | httpd_terminate | mme_term | httpd_destroy_conn
'— = i =
Y~ — — N~ =
":.. " ———  ———— S~ — =, % T~ — ey
ato __memmove chk | | livim.objectsize.i64.p0 frecaddrinfo | | _memset chk | | llvm.memset.p0.i64 | | _snprintf chk | | getaddrinfo | | gai_strerror ’ wakeup_connection l hitpd_set_ndelay | | httpd_get_conn update_throttles v gettimeofday thttpd_logstats | | fdwatch logstats | | tmr logstats | | hitpd_logstats | | mme logstats
I = ——————— ——
Kl tmr_create fdw ¥

really_clear_connection

fdwatch_del_fd

Call Graph of tht

Manually manage memory?



Prevent Temporal Memory Safety Bugs

 Difficult to detect because these often occur in complex runtime states
> Allocate in one function
> Free in another function
» Use in a third function
* It is not fun to check source code for all possible pointers.
> Are all uses accessing valid (not freed) references?
> In all possible runtime states!
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Prevent Temporal Memory Safety Bugs

e Static and dynamic analysis to detect bugs

* Invalidate dangling pointers

* Minimize reuse of memory

* Runtime check on every memory dereference

o1



Format String Vulnerabilities
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Background: Variadic Functions

* A function that accepts a variable number of arguments.

* Notable examples include printf family of functions in libc.
>printf, fprintf, sprintf, vprintf, etc.

* Libc provides facilities to define your own variadic functions, which
set of arguments followed by an optional list of additional arguments.

> va_Llist: a special type that acts like a pointer/cursor to walk through args.
» va_start(): initializes va_list to point to the first arg after the fixed args

» va_arg/( ): fetches the next argument in the list
> va_end( ): signals that there are no more arguments.
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Background: Variadic Functions

#include <stdarg.h>
#include <stdio.h>

double average(int count, ...) {
va list ap;
double sum = 0;

va start(ap, count);

for (int j = 0; j < caunt: ++7j) {
sum += va_arg(ap /* Increments ap to the next argument.

\}fa_end(ap); What if a wrong type is provided?

return sum / count;

}

int main(int argc, char* argv[]) {
printf("%$f\n", average(3, 1, 2, 3));
return 0;

https://en.wikipedia.org/wiki/Variadic_function

*/
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Format String Attacks

* Public since 1999
> First thought of as harmless programming errors

* Format string refers to the argument that specifies the format of a
string to functions like printf.

>e.g., printf (“i = %d with address %08x\n", i, &i);

* Functions taking format strings are commonly used.
»printf/sprintf/fprintf/snprintf/vprintf, etc.
> scanf/fscanf/sscanf
> sys log/vsys log
»warn() and err() family of functions
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x86-64/AMDG64 Calling Convention

high address
void foo() { _
rdi a
bar(a, b, ¢, d, e, f, g, h); rsi b
\ h rdx C
g rcx d
long bar(long a, long b, long ¢, long d, r8 e
long e, long f, long g, long h) { Return Address
'_oqux—a*b*c*d*e*f*g*h; saved rbp r9 f
longyy=a+b+c+d+e+ f+ g+ h; X
long zz = utilfunc(xx, yy, xx % yy); rax zz + 20
return zz + 20; vy
; 2z =SSP
low address




How Does printf Work in C?

printf (“1 = %d with address %08x\n", 1, &i);

e Prepare the three arguments: string address pointer, 1, and &1

> through rdli, rsi, rdx on x86-64 high address
> through stack on x86-32
. frame for printf’s
e |Invoke prlntf caller

 When control is inside printf, the function
looks for arguments Iin registers/stack. -
= ISP
rdi str’s addr

rsi |
rdx 1I's addr

low address
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How Does printf Work in C?

* What happens for the following printf
printf (“i = %d with address %08x\n"”);

* The compiler may warn but still accept the program. high address
> Pretending that the required arguments were
in the right place. frame for printf’s
caller

-« 'SP

rdi str’s addr
rsi 77?7

rdx ?7?7°

low address
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Format String Attacks

* What about the following simple program for echoing user input?

int main(int argc, char xargv[]) {
if (argc > 1) A
printf(argv[1]);
}

}

* Appears to be normal

> j.e. printf (“hello%d%sd%sd%sd%sd%d%sd" ) ;
> [t would print numbers from five registers and the stack.

- Allows attackers to peak unintended data confidentiality vulnerability
e Whatifarg[1] is “hel10%s"?

> Likely a segmentation fault availability vulnerability
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How to Leak Data In An Arbitrary Address

1. Put the target address in a location controlled by attackers
2. Trick the program to use (load) the target address

high address
buf = “target_addr%c%c..%ss'";
printf(buf);

frame for printf’s
caller

-« 'SP

low address
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How to Leak Data In An Arbitrary Address

1. Put the target address in a location controlled by attackers

2. Trick the program to use (load) the target address
high address

buf = “target_addr%c%c..%s";

printf(buf); target_addr

If but lives on the stack of the caller of -

= ISP

printf, and it is controlled by attackers,

low address
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Format String Attacks: Data Integrity Vulnerabilities

* There is a “%n" specifier for format strings.

> Writes the number of bytes already printed into a variable of
the programmer’ choice.

int 1;
printf (“foobar%n\n", &i);
printf ("i = %d\n" 1)

e 1 was assigned 6.

144

e “%n"” has variants:
» “Shn": shortx

> “%Shhn”: signed charx
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Format String Attacks: Data Integrity Vulnerabilities

int main(int argc, char xargv[]) {
if (argc > 1) {
printf(argv[1]);
}

}

 What if the user input is “foobarsn”?
»printf(“foobarsn”);
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Format String Attacks: Data Integrity Vulnerabilities

* There is a “%n" specifier for format strings.

> Writes the number of bytes already printed into a variable of
the programmer’ choice.

int 1;
printf (“foobar%n\n", &i);
printf ("i = %d\n", 1i);

e 1 was assigned 6.
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Format String Attacks: Data Integrity Vulnerabilities

int main(int argc, char xargv[]) {
if (argc > 1) {
printf(argv[1]);
}
}

 What if the user input is “foobarsn”?

> Will take the data in rs1i, interpreted as an address, and write 6 to
the memory location of that address.

* What about “foobar%s10c%sn”?
> Write 16 to a memory location
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Format String Attacks: Data Integrity Vulnerabilities

 How to write to an arbitrary address?
> Put the target address at the right place (register/stack).

* An attacker can possibly update any memory with arbitrary contents.
> e.d., overwriting a function pointer and hijacking the control flow
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Format String Attacks

int main(int argc, char xargv[]) {

char bufl[512]; } No buffer overflows here
fgets(buf, sizeof(buf), stdin);

printf("The input is:");

printf(buf); } But format string vulnerabilities
return 0;

* Attackers can possibly

> View/change any part of the memory
> Execute arbitrary code
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Format String Attacks: Fixes

* Most of time: quite easy to fix:

int main(int argc, char xargv[]) {
it (argc > 1) {

prinveergvti— printf(“%ss”, argvl[l]);
}

* But not always so obvious

> e.g., when the format string is constructed on the fly, we have to
make sure that format string cannot be influenced by input
controllable by the attacker.

printf("hello, %d, %d", 10); < ———————— COMpiler warning

char *xformat = "hellO’ %d’ %d";

printf(format, 10); <G—— O cOMpiler warning
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Prevent Format String Vulnerabilities

* Limit the abillity of adversaries to control the format string

> Hard-code format string
> Do not use “%n”
> Be careful with other specifiers, e.g., %S and sprintf may cause data disclosure.
> Compiler support: Match arguments with format string.

- Do not ignore compiler warnings!

- Use extra security checking flags, i.e. “-Wformat*” series of flags
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